


What Is Cyber Crime?

When an offence is committed, in full or in part, via
a computer, network or other computer enabled
device.

-Warwickshire Police
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Types of Cyber Crime

Fraud Courier Scam
Identity Theft Dating Fraud
Phishing Scams Bullying
Viruses/Malware Pension Fraud
Revenge Porn Hacking
Online Hate Crime Online Extremism
Grooming Child Sexual Exploitation
Stalking Fix Scam

...and this is just the tip of the iceberg



Von: Sherman Shaw «<Shaw1944@icha.org> Gesendet: Mi09.11.2011 12:06
An: @emsisoft.com
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Betreff:  Funds Transfer was hold by our bank
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Dear bank account owne~

| regret to ir” alf was

hold by

Transactic
Current sta.

Please review

T. K. Shaw
Treasury Manage!
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& Customs
Note
Hi d | —
Refund confirmation
Refund Number - 0287656781241 :| please do not reply as

any response
This is an official em
We have determined
want to claim your tax . .
personal information. § emall

g
Refund Summary

Issuing date - 4/4/2017 3:2.3:21
Expiration date - Wednesday 05 Ap,
Receijver - |

Payment - Electronically
Delivery
You will receive

v o019

If you will not complete the required form , you will w claim your tax refund Crown Copyright
online.



amazon.co.uk

Hello,

Thanks for your order. We'll let you know once yor

below.

Arriving:
Wednesday, Janua~
Monday, Janua"-

Ora

Placed

If you haven't authorizec

We hope to see you again s
Amazon.co.uk

«Ng:
. .der Total:
ayment Method:

_~to the help center to get full refund.

Order Confirmation

| delivery date is indicated

197.99 GBP
7.16 GBP
205.15 GBP
Visa



Watch now for free
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TV on Prime Video.

Unlimited accg

Your Amazon.co.uk TV Shows
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L VWe ar®'se bu this e el about the benefits of Amaz§
instantly ha ited acc] ousands of movies with Prime {8 o including
Exclusive e Preac Ikings and The Man in the High Cgae_ You'll al
|ave access 2 Mmillion songs with Prime Music and enjoy ungfited One-0[§
." elivery on mi items. Join now from £5.99 per month.

~rime. You'

Excl e TV Shows ' View All
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Outlander - Season 2 Black Sails, Season = The Man in the High Castle Casual Season 1

AT amaran eminINAL SERIES

 HIGH CA!




Phishing- The Warning Signs



http://www.notlegitimate.co.uk/

Test Your Passwords

https://howsecureismypassword.net/



https://howsecureismypassword.net/
https://howsecureismypassword.net/

Check If Your Email Has Been Compromised

= https://haveibeenpwned.com/



https://haveibeenpwned.com/

W’ Wana DecryptOr 2.0 i

N Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for away to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,
Payment will be raised on O My Files? |
5/15/2017 15:58:08 Sure. We guarantee that you canrecover all your files safely and easily. But you have
not so enough time,
You can decrypt some of your files for free. Try now by clicking <Decrypt>
But if you want to decrypt all your files, you need to pay
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever,
We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>,

Please check the current price of Eitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am -l

OB L e M nso D enndbe Tritdans

5/19/2017 15:58:08

Time Left

Send $300 worth of bitcoin to this address:

bitcoin

Pyt | 115p7 UMMngoj1pMvkpHijcRAfJNX)6LrLN |

Contact Us




Top 10 Tips

 Beware of links and attachments in emails.

& Strong, unique passwords are key.

o
aAlways check for W https://,

aBackground check.

U Anti-virus protection.




Top 10 Tips

D Be safe on all devices.

7~

x| Update, update, update.

%Public Wi-Fi safety.

) Be social media savvy.

¢ Report it.




Reporting Cyber Crime

Contact ActlogFr?ug to report scams and fraud.

actionfraud.police.uk

Report a scam or rogue trader to Trading Standards
via Citizen’s Advice Consumer Service on

03454 040 506.

Report directly to the websites when
issues such as bullying takes place.

CALLYOUR
LOCAL

For cases where the victim has been POLICE
threatened with physical harm, it is
particularly important to report to the police. prEEES

ALWAYS CALL 999




= As with any crime, it is also important that
victims are signposted to Victim Support
for any psychological/emotional impact
they may have experienced

VS

VICTIM
SUPPORT




Any Questions?

f facebook.com/cybersafewarwickshire

@CyberSafeWarks

(\ Cyber_Safe_Warks




